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Everybody’s connecting.

Security & Savings with Virtual Private Networks

In today’ s New Econony, snall businesses that mght have dealt with just
| ocal or regional concerns now have to consider gl obal narkets and

| ogi stics. Many conpani es even have facilities spread across the country
or throughout the world. At the sane tinme security concerns of their
network from hackers, Denial -of-Service (DoS) attacks and sendi ng data
over the Internet have beconme nore w despread. Whether conpani es have a
local, national, or global presence, they all need one thing: a way to
maintain fast, secure, and reliabl e communications wherever their

of fices and workers are | ocat ed.

Until recently, such comruni cations were only avail abl e by using | eased
tel ephone lines to naintain a Wde Area Network (WAN). Leased |ines
enabl ed conpani es to expand their private network beyond their imrediate
geogr aphi c area. Mreover, a WAN provi ded advantages over a public
network like the Internet when it cane to reliability, perfornance, and
security. Unfortunately, leased |ines are expensive to maintain, wth
costs rising as the distance between the offices increases.

As the popul arity of the Internet grew, businesses turned to it as a
cost-effective way to extend their networks. The continuing popul arity
with the Internet has led to the evolution of Virtual Private Networks
(VPNs) .

A VWN is a connection that allows private data to be sent securely over
a shared or public network, such as the Internet. In fact, one of the
driving forces behind VPNs is the Internet and its global presence. Wth
VPNs, communi cation |inks between users and sites can be achi eved

qui ckly, inexpensively, and safely across the world. In this way, VPNs
enpower organi zations to extend their network service to branch offices

and renote users O such as traveling enpl oyees, tel ecoomuters, and
strategic partners O by creating a private WAN via the Internet.

Wth all these benefits, snall businesses are al so eager to reap the
advant ages afforded by VPNs. However, they're al so eager to learn nore
first. This paper explains what a VPN is and how VPNs provi de secure,
private connections to network applications. By reading this paper, you
will gain a fundanental understanding of VPNs, including their security
nechani sns, benefits, and cost-savi ng advant ages.

What is a VPN?

I nternet technol ogi es have changed the way that conpani es di ssem nate
information to their enployees, customers, partners, and suppliers.
Initially, conpanies were conservative with the information they

publ i shed on the Internet — product infornation, product availability,
and ot her | ess business-critical itens. Mre recently, using VPNs across
the Internet has gained wi der acceptance as a way to provide nore cost-
ef fective access to business-critical infornation.



NETGEAR

Everybody’s connecting.

A VPN is a conbination of software and hardware that all ows nobile

enpl oyees, tel ecommuters, business partners, and renmote sites to use a
public or "unsecured" nediumsuch as the Internet to establish a secure,
private connection with a host network. Wth a VPN depl oyed across the
Internet, virtual private connections can be established from al nost
anywhere in the world.

Fromthe user’s perspective, a VPN connection is a point-to-point
connection between the user’s conputer and the conpany’s server. The
nature of the intermediate internetwork is irrelevant to the user
because it appears as if the data is being sent over a dedicated private
link. Inthis way, the secure connection across the internetwork appears
to the user as a private network communi cation, despite the fact that
this communi cation is occurring over a public internetwork O hence the
name Virtual Private Network.

Figure 1 shows an exanpl e of a VPN
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Figure 1. Exanple of a VPN

VPN Security

Because the Internet facilitates the creation of VPNs from anywhere,
networks need strong security features to prevent unwel come access to
private networks and to protect private data as it traverses the public
network. After all, conpanies that have expectations of privacy over
their own networks have the same expectati on when the Internet is

i nvol ved. Unfortunately, as data travels between users and their renote
of fices, it can pass through 25 or nore different servers around the
worl d before reaching its final destination. Wth so many potentially
pryi ng eyes, the data should be secured through sonme formof encryption.

Encryption

A key conmponent of a VPN solution is providing data privacy. Wthout an
explicit way to provide data privacy, infornation traveling over an
unsecured channel like the Internet is transmtted in clear text.

Data transmtted in clear text can be viewed O or even stolen O through
common “sni ffing” programs and/ or devices that nonitor data traveling
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over a network. Tool s such as a protocol anal yzer or network di agnostic
tools built into today' s operating systens can easily “see” the clear-
text information as it is transmtted.

Conpani es are al so concerned that sone private data may not be encrypted
by the VPN before it is transmtted on the public wire. IP headers, for
exanple, will contain the | P addressees of both the client and the
server. Hackers may capture these addresses and choose to target these
devi ces for future attacks.

To ensure data privacy and protect valuable transmtted data agai nst
“man-in-the-mddl e” attacks, encryption techniques are required to
scranbl e clear text into cipher text. Encryption scranbles a message
into cipher text. The cipher text is then sent to the recipient, who
decrypts the nessage back into clear text again. This
encryption/decryption process on the parts of the sender and receiver of
the message conbine to forma cryptosystem There are two types of
cryptosystens: private key (described bel ow and public key (described
on page 4).

Private Key (Symmetric) Cryptosystems

A private key cryptosystemuses the sanme secret, fixed-length bit string
as a key for both encryption and decryption. To enulate a private link,
the data being sent is encrypted for confidentiality. Packets that are

i ntercepted on the shared or public network are indecipherabl e without
the private key.

Figure 2 shows an exanpl e of how data flows in a private key
cryptosystem In this exanple, the originator encrypts the message “abc”
using the secret key, transforming it into “!&". Anyone that has the
same secret key can then decrypt the nessage “!&#" back into the

ori gi nal nessage of “abc”.

Same "Bacret Key”
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Figure 2. Exanple of a Private Key (Symmetric) O yptosystem

Sone common symmetric encryption al gorithns include:
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e Data Encryption Standard (DES) O DES takes a 64-bit bl ock of data
and a 56-bit key and produces a 64-bit bl ock of encrypted data.

e R4 O an alternate to DES that the same key to scranbl e and
descranbl e packets. RC4 uses either 40- or 128-bit encryption and is
approximately 10 times faster than DES.

e Triple-DES (3-DES) O an even nore highly sophisticated encryption
mechani smthat uses three keys instead of one, thereby providing a
much hi gher |evel of security than DES.

Each of these algorithns differs in bit length (or "strength"). The
strength of the al gorithmestablishes the anount of effort required to
break the system The longer the bit Iength, the “stronger” the
encryption algorithmand the greater the effort required to break the
system

A private key cryptosystemsuffers fromthe fol |l owi ng drawbacks:

e Since the “secret key” is used for both encryption and decryption,
anyone who steals the key can steal all the data that is currently or
had al ready been encrypted, jeopardizing all present and past
communi cati ons usi ng the shared key.

e Because of this danger, the keys nust be delivered in a protected
manner such as a direct face-to-face negotiation or a tel ephone call
exchange.

e Since the privacy of all data comrunications is based on the
integrity of the secret key, it is inportant to replace keys
periodically. Replacing keys on a frequent basis presents hackers
with a very small w ndow of access to the system thereby providing a
greater level of privacy.

Public Key (Asymmetric) Cryptosystems

A public key cryptosystemuses a pair of mathematically related keys:
e« Aprivate key that is kept secret within the system and

e A public key that can be nmade known to the public.

Because one of the two elenents [0 the public key O is nade available to
the general public, the initial creation and exchange of a “shared
secret key” that is used for secure communications can be acconplished
nore easily than with a private key cryptosystem Two public key
cryptosystens that are commonly used within VPN sol utions today are
Dffie-Hellman (DH) and R vest Shanir Adl enen (RSA).

Fi gure 3 shows an exanpl e of a private key (symmetric) cryptosystem
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Figure 3. Example of a Private Key (Symmetric) Cryptosystem

User Authentication and Access Control

W to this point, this paper has discussed the encryption aspects of
VPNs. Equally as inportant is the process of ensuring that users are who
they she say they are. The follow ng sections describe the steps taken
to address and resol ve these security concerns.

Internet Protocol Security

Internet Protocol Security (IPSec) is a framework of open standards
devel oped by the Internet Engineering Task Force (I1ETF) to ensure data
privacy, data authentication, and user authentication on public
networks. It is a robust standard that has withstood extensive peer
review and enmerged as the clear industry standard for Internet VPNs.

e of the advantages of IPSec is that it operates at the network | ayer,
wher eas ot her approaches insert security at the application |ayer. The
benefit of network |layer security is that it can be depl oyed

i ndependent |y of applications running on the network. This neans that
organi zations are able to secure their networks without deploying and
coordi nati ng security on an application-by-application basis.

Data and User Authentication

Data aut hentication nethods can be used to verify that communi cations
have not been nodified in transit.

Wth user authentication, the identity of the remote user nust be
verified before that user is granted access to the corporate networKk.



NETGEAR

Everybody’s connecting.

Wth this nethod, unauthorized individuals are deni ed access to the
network. This process is arguably the nost inportant el ement of any VPN
sol ution.

There are a nunber of user-authentication nethods. These incl ude:

e Pre-shared secrets
Pre-shared secrets are passwords that are distributed to users “out
of band,” or independent of the VPN technol ogy infrastructure. They
offer an easy way to deploy VPNs quickly to a linited nunber of
renote users. However, shared secrets do not provide robust
scalability for large renote user environments.

e Digital certificates
Dgital certificates are electronic credentials for proving user
identity. These electronic credentials can be stored on the renote
conputer or on tokens carried by the user. Managenent of digital
certificates, including distribution and revocation, is autonated by
a Public Key Infrastructure (PKI). PKIs offer a stronger and nore
scal eabl e authentication infrastructure than shared secrets, but are
nore expensi ve and conpl ex to depl oy.

Hybrid Mode Aut hentication

Hybrid Mode Authentication allows organizations to integrate | egacy

aut henti cati on schemes such as Securel D, TACACS+, and RAD US with VPNs.
Wthout Hybrid Mbde Authentication, these schenes must be repl aced by
shared secrets or digital certificates to deploy a VPN which can be a
conpl ex and costly process.

Goals and Types of VPNs

VPNs address the following three goals:

e They provide renmote, traveling, and tel ecommuting workers w th access
to central network resources.

e They securely interconnect satellite offices to enable corporate
intranets.

e They supply partners, suppliers, and custormers with controll ed access
to selected network resources.

H storically, renote access has been the strongest of the three goal s
for VPN adoption, but this situation is changing. Wile renote access
renains at the top of the list, the goals of establishing intranet and
extranets have energed. Today, an equal percentage of network nanagers
are building VPN-based extranets and VPN based renot e-access sol utions,
with the goal of interconnecting internal offices close behind.

To achi eve these obj ectives, VPNs have evolved into the follow ng three
cl assifications:
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VPN Type Description

Renot e- access VPNs Al ow remot e workers and tel ecoomuters to connect
to the conpany’s corporate infornation resources
i nexpensi vely using the Internet or an Internet
Service Provider's (ISP s) backbone.

I ntranet - based VPN An internal, TCP/|P-based, password-protected
network that businesses use to share information
with enpl oyees and others w th authorization.

Ext ranet - based VPN A network that allows controlled network access
fromexternal networks, such as from customers,
trading partners, suppliers, partners, and
busi ness associ ates. When a conpany has a cl ose
relationship with other conpanies, it may want to
build an extranet-based VPN that connects its LAN
to the LAN of the other conpani es.

A key ingredient of VPN solutions is that the sane network
infrastructure can be used to support all three types of VPNs. A single
VPN can support renote-access users, intranets, and extranets.

The followi ng sections describes these VPN types, and Figure 3
illustrates them
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Figure 3. Exanpl es of Three VLAN Types

Summary of VPN Benefits

A wel | -desi gned VPN can provi de conpani es with significant advantages,
i ncl udi ng:
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e Extended geographi c connectivity

e Inproved security

e Reduced operational costs versus traditional WAN

e Reduced transit tine and transportation costs for renote users
e Inproved productivity

e Sinplified network topol ogy

e (dobal networking opportunities

e Tel ecommt er support

e Broadband networking conpatibility

e Faster return on investment than traditional WAN technol ogy

e Scalability that provides a conprehensive solution for cost-effective
renote access, intranet, and extranet connectivity using public data
servi ces

Cost-Saving Advantages

In addition to the benefits mentioned above, VPNs enabl e snal |

busi nesses to save from30%to 70% over conpeting renote-access

sol utions. For connectivity outside the US, the savings can reach 90%
The foll owi ng sections provide additional information about the cost
savings that can be achi eved with VPNs.

Eliminating Pricey Leased Lines

e way a VPN lowers costs is by elimnating the need for conpanies to
procure expensive |ong-distance | eased lines. Wth VPNs, an organi zation
needs only a rel atively short dedicated connection to an I SP. This
connection can be a | ocal broadband connection such as Digital

Subscriber Line (DSL) service, cable service, or a local |eased |ine
(which is considerably | ess expensive than a | ong-di stance | eased |ine).
This factor al one convinces nany organi zations to elimnate other
renot e- access nethods in favor of VPN sol utions.

Reducing Long-Distance Dependence

Anot her way VPNs reduce costs is by allow ng renote enpl oyees to access
the corporate LAN via the Internet by placing a local call into the
nearest ISP s PCP. This provides a three-fold cost savings

Firstly, local Internet calls are significantly | ess expensive than
pricey | ong-di stance cal |l s.

Secondl y, conpani es do not have to support expensive toll-free 800
t el ephone nunbers to accommodate their renote enpl oyees.
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Thirdly, renote enpl oyees | ocated at international venues can be
supported i nexpensively (see “Reduced International Calling Expenses,"”
next).

Reduced International Calling Expenses

VPNs can al so sl ash communi cations costs significantly for conpanies
that have many international sites. Typically, the cost to link a
European site to a North Anerican headquarters office can be hi gh when
using leased lines or data services such as frame relay. A VPN built
around an ISP with PCPs in countries where there are branch offices
allows the international sites to pay only for dedicated Internet access
to that PCP. This nethod is nuch | ess expensive than paying for a | ong-
di stance link back to the Wnited States. In fact, some studies show t hat
international renmote access VPNs can yield cost savings of between 60
and 90% over other renote-access sol utions.

Obviating Multiple Access Lines

Sone organi zations that have nultiple access lines: one to carry data
back to headquarters and a second for Internet access. In fact, sone

i ndustry studies have found that as many as 72%of sites have multiple
access lines. Wsing a VPN a branch office with nultiple |links can
elimnate its data lines and nove traffic over the existing Internet
access connection, resulting in dramatic cost savings.

Reduced Equipment Costs

VPN equi prrent is much | ess expensive to depl oy and naintain than

equi prrent required for other renote-access solutions. According to a
recent survey by Gga Infornation G oup, domestic renote access VPNs can
yield cost savings of 20 to 70%over other renote-access equi prent.

Offloading Support Burden

Another, nore subtle way that VPNs |ower costs is by offloading the
support burden. Wth VPNs, the ISP handl es renote access rather than the
organi zation. 1SPs can, in theory, charge nuch less for their support
than it costs a conpany internally, because the public provider's cost
is shared anong potentially thousands of custoners. In addition, |SPs
possess the know edge and capabilities for maintaining renote access

whi ch nay exceed a company’s own core experti se.

Scalability and VPNs

The cost to an organization of traditional |eased |ines nay be
reasonabl e at first but can increase exponentially as the organization
grows. A company with two branch offices, for exanpl e, can depl oy just
one dedicated line to connect the two locations. If a third branch

of fice needs to cone online, just two additional lines will be required
to directly connect that location to the other two.

However, as an organi zation grows and nmore conpani es nust be added to
the network, the nunber of |eased |lines required increases dramatically.

9
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Four branch offices require six lines for full connectivity, five
offices require ten lines, and so on. In a traditional WAN, this
explosion limts the flexibility for growth. VPNs that utilize the
Internet avoid this problemby sinply tapping into the geographically
di stributed access already avail abl e.

Additional Advantages

The real benefits of VPNs lie not in cost savings, but in coverage and
openness. VPNs [0 particularly Internet-based VPNs [0 are unmatched in
their potential for global coverage. No other network service offers the
gl obal footprint available by using the Internet.

The sane can be sai d about the openness of the standards-based | P
protocol. If there's an intranet or extranet in your conpany’s future,
no other network infrastructure will get you there nore directly than a
VPN

VPN Tunneling

VPN technol ogy is based on a tunneling strategy. Tunneling creates a
private network that spans the Internet. Essentially, tunneling is the
process of placing an entire packet within another packet and sending it
over a network. The protocol of the outer packet is understood by the
network and the source and destination points (called tunnel interfaces)
where the packet enters and exits the network.

Tunneling utilizes three different protocols:

e Carrier protocol
The protocol used by the network that is carrying the information.

e Encapsul ati ng protocol
The protocol that is wapped around the original data

» Passenger protocol
The original data being carried

To better understand how t hese conmponents work, think of tunneling as a
package delivered to you by an overnight-delivery service. The sender

pl aces the package (passenger protocol) in an envel ope (encapsul ating
protocol), which is then put on a delivery truck (carrier protocol) at
the sender's office (entry tunnel interface). The truck (carrier
protocol) travels over the roads (Internet) to your hone (exit tunnel
interface) and delivers the package. You open the package (encapsul ating
protocol) and renove the contents (passenger protocol). Tunneling is
just that sinple.

Tunnel ing has significant inplications for VPNs. For exanple, you can
pl ace a packet that uses a protocol not supported on the Internet (such
as NetBeui) inside an | P packet and send it safely over the Internet.
Furthernore, you can insert a packet that uses a private (non-routable)
| P address inside a packet that uses a globally unique | P address to
extend a private network over the Internet.

10
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NETGEAR Solutions

NETCGEAR s FVS318 Cabl e/ DSL ProSafe VPN Firewal I's provide the ability to
establish nultiple VPN tunnels using | PSec DES or 3-DES encryption
technol ogy. These routers can be used together to establish and
termnate a VPN tunnel, without the need for VPN client software.
Conversely, they can be used in conjunction with standard VPN client
software (Safenet), when using nultiple routers is not practical. The
|atter exanple could apply to a nobile workforce, such as a sal esperson,
for exanple.

QG her routers that support |PSec pass-through, such as NETCEAR s RP614
Cabl e/ DSL Wb Saf e Router, can be used at a renote site and terninate a
VPN tunnel, provided the PCs at the renote site are using a VPN client.
Qearly, the nost practical and easy-to-depl oy nethod woul d be to have
VPN-enabl ed FVS318s at both sites, which would elininate the need for
VPN client software on each conputer.

Conclusion

Thi s paper has shown that VPNs deliver tangibl e business benefits, with
secure communi cations and significant cost savings versus other renote-
access sol utions. Mreover, end users do not need to know anyt hi ng about
VPN client software or hardware to establish a VPN tunnel and access the
conpany LAN Wen a user wants to check e-nail renotely, for exanple,
the user sinply opens his or her e-mail client and requests a downl oad
as if connected to the conpany LAN

e of the nost exciting aspects of VWPNs is that everyone can benefit
fromthese solutions. In the beginning days of the technol ogy, early
adopters were the largest and the snall est of conpani es.

e Large enterprises viewed VPNs as a way to contain escal ati ng WAN
costs, connect remote users, and integrate partners, suppliers, and
customers into their networks.

e Very snall conpani es adopted VPNs because they were the first real
WAN or renote-access solutions they coul d af ford.

Today, VPNs are equal ly appealing to conpanies of all sizes. Even snall
busi nesses are finding conpelling reasons to inpl ement VPNs. Many view
VPNs as a conpetitive advantage, specifically because of their gl obal
coverage and the relative ease with which they can be extended to create
extranets.

VPNs al so have uni versal appeal across industry types. The earliest
adopt ers i ncl uded hi gh-technol ogy firns, conputer services, and
comuni cations conpani es. Businesses in other industries O including
i nsurance, real estate, manufacturing, and finance O have since found
VPNs beneficial. As the technol ogy continues to grow, success stories
are comng fromother industries as well, including education, health
services, transportation, and government. Even the US mlitary takes
advant age of VPN benefits. Wth the decrease in the cost of VPN

11
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technol ogy, it is not surprising to see small businesses taking
advant age of the savings realized by enbraci ng and depl oyi ng t hese
net wor ks.

Wth all of the interest in VPNs, anal ysts predict trenendous growh. By
| ate 2001, nearly 70% of busi nesses w th networki ng needs are expected
to be testing VPNs or using themin a production environment.

Gven the growing interest in O and increasing depl oynent of O VPNs, it
isvital to scale that interest in terns of security. Possessing a
better understanding of VPNs and their security nechani sns enpowers
conpani es to expand the borders of their business, w thout increasing
the vulnerability of their information assets. It al so enables you to
nake a wel | -i nformed deci si on when eval uating VPN sol uti ons.

Information Links

| ETF Wb site http://vwwietf.org/

I P Security Protocol (IPSec) http://ww ietf.org/htm.charters/
i psec-charter. htm

Public Key Infrastructure (X 509 - http://wwietf.org/htm.charters/

PKI X) pki x-charter. htm

Sinple Public Key Infrastructure http://wwietf.org/htm.charters/
spki-charter. htm

Point-to-Point Protocol Extensions http://wwietf.org/htm.charters/
pppext - charter. ht m

Socksvb ftp://ftp.isi.edulin-
not es/ rf c1928. t xt
Search | ETF Draft Database http://search.ietf.org/ search/ brok

ers/internet-drafts/query. htm
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